Manage Identity and Access in Azure Active Directory

Azure Active Directory is Microsoft's cloud-based identity and access
management service. Every user who needs access to Azure resources
needs an Azure user account. The person who sign up for Azure account
is Global Administrator of that Account.

In this Lab we,

o Create User

o Create Bulk User
o Assign Roles

o Create Guest User

Create user.

Select AAD tenant/organization, and select users from the left tab
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Basic information

Name doudsolutionialks Users

Click Add & Select New User, you have 2 options to select new user or
invite user.
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Home > cloudsolutiontalks | Users > Users >

Create new user

Create a new internal user in your organization

Basics Properties Assignments Review + create

Create a new user in your organization. This user will have a user name like alice@contoso.com. Learn more [

Identity

User principal name | Michael |@| hemalatharrbgmail.onmi... ~~ | E

Domain not listed 2

[11]

Mail nickname *

Derive from user principal name

Display name* | Michael |

=] B

|:| Auto-generate password

Password *

Account enabled (&

Note : User Principal Name (UPN) is a username and domain in an email
address format. The above username will be created as
mike@hemalatharrbgmail.onmicrosoft.com

Leave auto enabled option Checked.
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Home > cloudsolutiontalks | Users > Users »

Create new user

Create a new internal user in your crganization

Basics  Properties  Assignments Review + create

Identity

First name ‘ Michael ‘
Last name ‘ Adams ‘
User type ‘ Member W ‘

Authorization info - Edit Certificate user IDs

Job Information

Job title ‘ Network Architect

Select create review
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Display name User principal name | Identities User type Company name
71 . Hemalatha kanneppan hemalatha wt:_gmail.com D) Microsoftaccount Member
. P Michaei®hemalatharrbg D bemalatharrbgrmail onmicrosoft.cor Member ClowdSolutiontalks
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Note: we can recover deleted user within 30 days’ time.
Now one user got created, Lets create bulk user using csv file
Bulk user Creation

Select Azure Active Directory -> Users ->Bulk Operations->Bulk create

8 Users
.
= NS LA ¢ Dowmiond user ' Buk apeations Refresh 223 Manage view [ Per-ciiar MR a2 GOt faadhack)
& Alusers 2 Anure Active Dircto s becomion Micioses Enira 0, 12
# Auditlogs Saarch T Add finer
:-) SON-1n oS 3 users found
A Diagnose and sclhve protilems ‘,, Display name User princigal name Identities User type Compary name
Marage _ ' Hemalitna kannanna hemalathars gmaitoom.. DY Merscoitccount Mesrier
B ek m Michast Michasi@hemalathandg... ) penutathanbamal o Neom  Mavbs oLl
on Deleted users ! I (3 dSolutiontsi

Click Download button.

EBullk create users e

1. Dowvwnload csw template {opticomall

2. BEdit wouwur osyw Tile

. Upload wowur osw Tile

Select a file |

Learm more abowut bulk impaort users

After you download the file, enter users’ details from row 4. Do not delete
any rows/columns.



version:v1.0
Name [displayName] Required ~ User name [userPrincipalN Initial password [passwordF Block sign in (Yes/N First name [giver Last name Job title [jc Departmel

Example: Chris Green chris@contoso.com myPassword1234 No

Mike mike@hemalatharrbgmail. CloudBlog12345 YES MIKE ADAMS  CLOUD ENGINEER

ANNIE annie@hemalatharrbgmail CloudBlog12345 YES ANNIE JAMES  SOLUTION ARCHITEC

MARIA maria@hemalatharrbgmai CloudBlog12345 YES MARIA JONARTH CONSULTANT

SAM sam@hemalatharrbgmail.c CloudBlog12345 NO SAM JOHNSON CLOUD ENGINEER

JOHN john@hemalatharrbgmail.i CloudBlog12345 YES JOHN KENNEDY CLOUD ENGINEER
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Click submit and refresh the screen
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Now you can see users created from the information provided in the csv
file.

Create Group
Select Group from left sidebar and Select New Group.

Provide a name.
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Select User and Add user to the Group
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Diagnose and solve problems

Michae
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Group Type

Assign Roles in AAD

Select Roles & Administration .

Home

e Active Directory

0 Overview
B Preview features

A Diagnose and solve problems
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B2 External identities

& Roles and administrators

O cloudsolutiontalks | Overview
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Sesrch your tenant

Basic information

Name clouasolutionialks
Tenant 1D £26efBAc-7585-45{7-8fa5-0debdscat12za [

£ Got feedback?

Users

Groups 1

Click on the Role.




Mome loudsclutiontais | Rolex and administrator

& Roles and administrators | All roles
iousioluniontaia - Aoue Actwe Direcy

4 Downbosd sssignments ) Aefresh ) Preview leatires 37 Got lesdback
& M roles

0 To creste custom roles, your organization needs Azure AD Premium P1 or P2 Start n free tnal. —»
& Protected actions
~

Diagnos= and solve problems L_l g Cloud App Secwity Admenistrator Can manage ali aspects of 1 Cloud App S&cunty product
::] » Coud Applcation Adminstrator Lan create and manage all asgects of app registrations and
Activity
] e Tloud Device Administrator Lirnited socess 10 manege devices m Arure AD
Access reviews
| o Compliance Admeustrator a0 read ang manage compliance configaranan and repory
H  Audit kegs
1 e Compiance Data Adminstiator Crestes and manages compliance coment
- -

& Huk operation results

Select user and Add Assignment.

Mewvs e g . - . ' Add assignments
Y Cloud Device Administrator | Assignments
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Add guest users to the organization

Active Directory -> Overview ->Users -> Invite External Users.
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Provide email id.

Home > cloudsolutiontalks | Users > Users >

Invite external user

Invite an external user to collaborate with your organization

Basics Properties Assignments Review + invite

Invite a new guest user to collaborate with your organization. The user will be emailed an invitation they can accept in order to begin coll

Identity

Email ©O* | @gmail.com |

Display name | shan |

Invitation message

Send invite message

Message Cloud Engineer - network Design

Cc recipient

< Previous | Next: Properties > |

Invitation will be sent to the email (as below)



Organization: cloudsolutiontalks
Domain: ~ e e cONMicCrosoft.com

This message was provided by the sender and is not from Microsoft Corporation.

HK Message from
cloudsolutiontalks:

Cloud Engineer - network Design

you accept this invitation, you'll be sent to https://myapplications microsoft com/?tenantid=e26ef84c-7585-45i7-8d5-
04ebd6c4f12a.

Accept invitation

The Geust user has to accept the Invitation to Login to the Azure Portal

~
0 s shani 5563 _gmancomst

shan

Guest

User principal name ~ wemalatharrbgmail.onmicro... [} Group membe... 0

Object ID 3484afd3-ce09-4c58-b7fc-4c7406af737d [ .
Applications 0

Created date time Aug 7, 2023, 1:36 PM
Assigned roles 0

User type Guest

|dentities mail Assigned licen... 0

My Feed

6 Account status e B2B collaboration
“ @ Enabled “ Invitation state: Accepted
Edit Reset redemption status

Provide access to the Application for the Guest user

We can also add guest user sham to application by choosing Enterprise
application from left panel and Click + New application
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