How to Deploy and Configure Application Gateway

Azure Application Gateway is Layer 7 web traffic load balancer that enables
you to manage traffic to web applications and provides security mechanism
for our application using WAF.

Benefits:

Protects Web Application from Vulnerability and attack

DDos Protection

WAF integrated with Microsoft Defender for Monitoring.

Connection Draining

Host Multiple Sites

Secure SSL

URL based Routing (Route request to Pool based on Content Type)
Redirection to external site based on Rules.

Supports Autoscaling & Zone Redundancy.
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Client sends a request to an application gateway. The WAF determines if
the Request is valid or security Threat. If the WAF is in Protection Mode
the Invalid Request or Malicious attacks are blocked. The AG accepts the
Request from Listener and Routes to the Backend Pool.

Application Gateway can be Internet facing which uses public IP or
Internal Application Gateway which Uses Private IP.

Frontend IP: Frontend IP address is the IP address associated with an
application gateway. The frontend IP can be Public or Private.

Listener: The frontend IP is associated with Listener. There are 2 Types of
Listeners, Basic listens to single site and Mult-site for multi-site host.

The application gateway accepts incoming traffic on one or more listeners.
Rules: The Routing Rule binds the listener, and the backend server
pool/HTTP settings. Based on the Routing Rule the request is sent to
backend Pool. There are 2 Types of Rules, Basic & Path based.



Backend Pool: There can be multiple backend server pool (NIC, Virtual
Machine scale set, App service, Public/Internal IP, FQDN) as per
Requirement.

Here we create a simple Application Gateway (Internet facing) with basic
listener hosting single site, with 3 VM in the backend Pool Server.

1. Create Resource Group RGO01.

2. Create Virtual Network VNETO01, with 2 subnet Subnet1AG and
Subnet2BP.

3. Create 3 Virtual Machine VMO01, VM02 & VMO03 for Backend pool
Servers.

4. Create Application Gateway AGO01.

5. Test Connection & Cleanup the Resource.

Create Resource Group RGO01.

Create a resource group

[ Review = ermave ] [ raems | Taws |

Create Virtual Network VNETO01, with 2 subnet SubnetAG and
SubnetBP.

SubnetAG for Application Gateway and SubnetBP for Backend pool VM’s.

Create virtual network




Rename the default subnet and add one more Subnet to the VNETO01 as
below

Home » Virtual networks »

Create virtual network

Basics  IP Addresses  Security  Tags  Review + create
The virtual network's address space, specified as one or more address prefixes in CIDR notation (e.g. 192.168.1.0/24).

IPv4 address space

10.0.00/16  10.0.0.0 - 10.0.255.255 (65536 addresses) ]E[

D Add IPv6 address space 0

The subnet's address range in CIDR notation (e.g. 192.168.1.0/24). It must be contained by the address space of the virtual
network.

+ Add subnet [l Remove subnet

D Subnet name Subnet address range NAT gateway
D SubnetBP 10.0.0.0/24
D SubnetAG 10.0.1.0/24

ﬂ A NAT gateway Is recommended for outbound internet access from subnets. Edit the subnet to add a NAT gateway. Learn more

‘ < Previous H Next : Security > ‘ Download a template for automation

Create 3 Virtual Machine VM01, VM02 & VMO03 for Backend pool
Servers.



Virtual machines

Create a virtual machine

Home

Basics  Disks Netwcrking

foe full custamization. Learn maee of

Project details

yOur resource

Management

Menitoring Advanced  Taao: Review - creats

Create a virtual machine that runs Linux or Windows. Select an image from Acure marketplace or use your own custamizes
image. Camplete the Basice tady then Review + create to peovisian a virtual machine with default parameters or review each tab

Sedect the subcription to manage deployed rewources anc costa, Use resource groups like folders to organize anc manage all

Subscnpnon * ()

L

Resaurce graup ® (1)

Instance details

Virtual machine name ¥ 10

Reginn * @

Availability options (J)

Security tyzre ()

Image ¥ (2}

VM architecture )

Run with Azure Spot discouwnt ()

Size ¥ ()

I Pay-As-You-Go ~ I
I RGO N7 |
Croate pew

| Vo ]
[ (LS £ast g ~ |
[ No infrastructure redurciancy required N~ I
I Trusted launch virtisal machines ~ I
Canfigure socurity festures

I - Utuntu Server 2008 LTS - #6064 Gen2 ~ l
See all wnage: | Confiqure VM generatian

O Arrmss

@ s

I Swandard Bls - 1 wvepy, 1| Gi8 memory (353623/month) ~

Administrator account

Authenticanon type (1)

Sec all sizes

O SSH public key

@ Passwars

Usermame * D

I SIuredsmun

Pasawaorg * O

[ s ssbssnnensiss

Confirm passwoed * (0

[ weasssisnnsnase

Inbound port rules

Sedect which virtual machine network ports are
retwark access an the Networking tab

Public inbound ports * (1)

accesadde fram tha public intemet. You can specify more limited o granclar

o Nans

@ Allow selected ports

Sedect mbounc parts * I

SH [22)

@ Al traffic from the sternet will be Slocked by defsult. You will be sbie 1o
change mbound port rules in the YW > Networking page.

« Previous

|

Next: Disks > |

Note: Add ssh & http inbound Port
Refer: How to Create Virtual Machine in Azure



https://www.cloudsolutiontalks.com/create-vm-in-azurewindows-linux/

Home > Virtual machines >

Create a virtual machine

Basics  Disks  Networking  Management  Monitoring  Advanced  Tags  Review + create

Define network connectivity for your virtual machine by configuring network interface card (NIC) settings. You can control ports,
inbound and outbound connectivity with security group rules, or place behind an existing load balancing solution.
Learn more Cf'

Network interface

When creating a virtual machine, a network interface will be created for you.

Virtual network * (D | WNETO01 v ‘

Create new

Subnet* @O | SubnetBP (10.0.0.0/24) v ‘

Manage subnet configuration

PublicIP & | (new) VMO1-ip v ‘
Create new

NIC network security group O None
@ Basic
O Advanced

Public inbound ports * @ O None

@ Allow selected ports

l < Previous H Next : Management > l

Repeat the above steps to Create 3 VM.
Virtual machines =

cloudsolutiontalks (hemalatharrbgmail.onmicrosoft.com)

+ Create v <:> Switch to classic @ Reservations v @ Manage view v O Refresh i Export to CSV 0‘3 QO

‘ Filter for any field... Subscription equals all Type equals all Resource group equals all < Locati

Showing 1 to 3 of 3 records.

[:] Name T Resource group T Virtual network T Location T Public IF
[ ] BB vmor RGO1 VNETO1 East US 168.62.5
[] B vmoz RGO1 VNETO1 East US 172.173.
[ ] B vmo3 RGO1 VNETOT East US 201722

3 Virtual Machines Created
Now Connect to 3 VM'’s one by one to install nginx web server.



Open PowerShell

Ps>ssh azureadmin@vmiipaddress
:~$ sudo apt—get install nginx

Use below command to just add a text to nginx default page
cd /var/www/html

azureadmin@VMO1:/var/www/html$ sudo chmod -R 777 index.nginx-
debian.html

azureadmin@VMO1:/var/www/html$ echo " This is Virtual Machine 1" >>
index.nginx-debian.html.
Repeat for all the 3 VM'’s

Now paste the VM public lp in the browser (as below)
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Create Application Gateway AGO01.
Search for Application Gateway and Create.
= Microsoft Azure R Search resources, services, and docs (G+/)
Home > Load balancing
é Load balancing | Application Gateway =
‘}3 Search ‘ « + Create 33 Manage view v O Refresh S Open query
@ Overview | o . -
Filter for any field.. ‘ Subscription equals all Resource group equals all X L

Load Balancing Servi :
oad balancing services Showing 0 to 0 of 0 records.

& Application Gateway




Instance details

Application gateway name *
Region *

Tier (O

Enable autoscaling

Minimum instance count * ()
Maximum instance count
Availability zone O

HTTP2 (O

Configure virtual network

Virtual network * ()

Subnet* (O

| Previous H MNext : Frontends >

Home > Load balancing | Application Gateway >

Create application gateway

| AGPubo1 v |
BT 2
| Standard V2 v |
® ves O o

o |
10 |
| None v |

(O Disabled (®) Enabled

| VNETO1 N |

Create new

| SubnetAG (10.0.1.0/24) N |

Manage subnet configuration

Else select Tier as WAF, if WAF has to be applied for this application

Gateway.
Tier ()

Instance count * ()
SKU size ()

WAF status (1)
WAF mode ()

HTTP2

WAF A4
2
Medium \V

() Disabled (®) Enabled
@ Detection O Prevention
() Disabled (®) Enabled

Select SubnetAG in VNETO1.




In this Example | have selected Standard v2 Tier.
Configure Frontend Ip

Home > Load balancing | Application Gateway >

Create application gateway

V/ Basics (@ Frontends Backends Configuration Tags Review + create

Traffic enters the application gateway via its frontend IP address(es). An application gateway can use a public IP address,
private IP address, or one of each type.

Frontend IP address type () ® public O private () Both
Public IP address * ‘ Choose public IP address
Add new

Add a public IP

Name * ‘ AGFrontlP v
SKU Basic ' Standard
Assignment \_) Dynamic (8) Static

Availability ~ None
Z0ne

‘ Previous H Next : Backends >

Add a Backend Pool
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Create application gateway

Rackend poct Tegen
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Add all the 3 VM targets.

Create application gateway
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Add Routing Rules

Add a routing rule

Configure a routing rule to send traffic from a given frontend IP address to one or more backend targets, A routing rule must contain a
listener and at least one backend target,

Rule name ¥ [ AGRule01

100
Priority (D |

*Listener *Backend targets

A listener “listens” on a specified port and IP address for traffic that uses a specified protocol. If the listener criteria are met, the
application gateway will apply this routing rule, '

x | AGListenero1
Listener name * (D

y Publi
Frontend IP * (1) ‘ : _“ Al .
Protocal (D (®) HTTP () HTTPS
80
Port* (0 ' =
Listener type (D (® pasic (O Multi site

Custom error pages

Show customized error pages for different response codes generated by Application Gateway. This section lets you configure Listener-
specific error pages, Learn more '

Bad Gateway - 502 ' Enter Html file URL

Forbidden - 403 ' Enter Html file URL

Show more status codes

Add Backend setting

— Discard changes and go back to routing rules

Backend settings name * | BPPoolSetting
Backend protocol (®) HTTP O HTTPS
Backend port * ‘ 80

Additional settings

®) Dizable

Cookie-based affinity (D ) Enable
Connectian draining (0D Q_) Enable (@) Disable

20

Request time-out (secands) * (D

e

Override backend path (D 1
Host name

By default, the Application Gateway sends the same HTTP host header to the backend as it receives from the client, If your backend
application/service requires a specific host value, you can override it using this setting,

Override with new host name

Create custom probes

Click Create Button and wait for Application Gateway to Create.
Test the Application Gateway



Paste AG Public IP in the Browser

& AGPub01

@ Overview . A Essentials

0 tags East US

® Backend pools

cfSchadb-b558-4859-b{16-12737355154

.;we Diagnose and solve problems :
Setungs 3
& Configuration

) Web application firewall

Copied

Standard V2

Paste AG Public IP in the Browser. On Refreshing the Browser, we can
see the AG connects to other VM'’s in Backend Pool Server.

Welcome to nginx!
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Cleanup the Resource
Select RG01 and Delete.




